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¶ Theft or loss of a computing device that may contain Personally Identifiable Information (PII) whether or 
not such device is owned by KSU 

¶ Unauthorized access to data  

¶ Computer infected with malware (examples include a worm, virus, Trojan Horse, or botnet) 

¶ Reconnaissance activities (such as network or vulnerability scanning, or hacking/penetration testing)  

¶ Data Breach 

¶ Misuse of Information Resources or Systems 

¶ Denial of Service attacks 

¶ Security vulnerabilities (such as an un



Every user of KSU’s Information Technology resources and systems bears responsibility for protecting these 
technology resources.   
 
KSU will adhere to federal, state laws, rules, regulations, policies, and procedures governing the confidentiality 
and protection of data. 
 

INCIDENT REPORTING:  
 


